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Attestation by Information Technology Director
I hereby declare that I have authority and capacity to ensure the institution and users are compliant with NIH Security Best Practices for Users of Controlled-Access Data. 
The NIH Security Best Practices for Users of Controlled-Access Data is intended to ensure that Approved Users of NIH controlled-access data under the GDS Policy maintain such data on institutional IT systems and third-party computing infrastructures that meet certain standards in accordance to NIST SP 800-171 “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations.” To that end, NIH expects that:
· Approved Users of NIH controlled-access data will attest to NIH that their institution is compliant with NIST SP 800-171.
· Approved Users choosing a third-party IT system and/or Cloud Service Provider (CSP) for data analysis and/or storage will provide NIH with an attestation affirming that the third-party system is compliant with NIST SP 800-171.
· Non-U.S. users that are unable to attest to the NIST SP 800-171 may attest to the equivalent ISO/IEC 27001/27002 standard.
Expectations under the NIH Security Best Practices for Users of Controlled-Access Data are in addition to, and do not supersede, any local, State, Tribal, Federal laws and regulations, and/or relevant institutional policies.
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